[TAMSTKA 10 ®UHAHCOBOU T'IT'MEHE

«Kak ne nonacmo «8 pyxu» MOUEHHUKOB

Jlouumaiime 3my namamky 00 KOHUaA, 0ajxce eciiu y8epeHbl,

YmMo HUK020a He CIAHeme Heepmeoll MOULEHHUKOB.
YACTD 1. YET'O HEJIbB35 AEJIATDH

1. He moxHuMmaiiTe 3BOHKM C HE3HAKOMBIX MHOCTPAHHBIX HOMEPOB (Dcmonus, Jlameus,
Ionvwa u m.o0.), €clu y BaC HET TaM KOHTAKTOB, KOTOPbIE MOTJIA OBl CBA3aThCS C BAMU UMEHHO
B 3TOT MOMEHT.

2. He noBepsiiTe 3BOHKaM U COOOIICHUSIM, MOCTYMAIOIMIUM SIKOObI OT MMEHH OaHKOB,
NPAaBOOXPAHUTEIBHBIX OPraHOB, HMHBIX T'OCYJAapPCTBEHHBIX CTPYKTYp, 0€3 caMOCTOSTeNbHOU
poOBepKU UHGOpMaIUH.

3. He pasroBapuBaiiTe ¢ HE3HAaKOMBIMH JIIOJbMH TIO Tele(oHy, C TOMOIIBIO
meccenmkepoB (Viber, Telegram u op.) 6omee 10-15 cexkyn, eciau peub UAET O Bamux GUHAHCAX,
NEPCOHANBHBIX JAHHBIX UM CPOYHBIX TPEOOBAHUIX COBEPILINTH KaKHE-THO0 ACHCTBUS.

4. HukoMy HH 1O/ KaKUM MPEJIOTOM He cooOIIaiiTe:

o JIUYHBIL HOMED NACNOpMA;

e peKgusumsvl 6AHKOBCKOU KApmbl,

e CVVICVC-ko00;

o [IHH-x00;

e K0O0bl u3 SMS;

e JIO2UHbL U NAPOIU OM UHMEPHeM-OaHKuH2a,

e KOObl NOOMBEPHCOEHUS U3 MECCEHONHCEPOS.

5. He npunumMaiite caMOCTOSITENIbHBIX PEIICHUH O] JaBICHUEM, YTPO3aMHU, CPOYHOCTHIO
WJIM SMOIMOHAIBHBIM BO3JIEUCTBUEM (Hanpumep, Ko20a ymeepicoarom, Yymo bl Cmaiu Oponom,
Gunancupyeme meppopucmos uiu 6am 2posam miopbMou, a eauium OIUSKUM — ONACHOCMbIO).
O0s13aTeNbHO COBETYHTECH C TEMH, KOMY JIOBEpsieTe, U ¢ podeccrnoHaiaMu B COOTBETCTBYIOIIEH
chepe (Haiioume Gvicmpovlli CNHOCOO NO360HUMb, HANUCAMb, 0AMb UM O cebe 3Hamb U NOJYYUMb
06PAMHYIO C8513b).

6. He BeprTe nokymMenTam, npuciaHasiM B Viber, Telegram wimu qpyrux mecceHpkepax,
JaKe €ClI OHU SKOOBI MmoAnucanbl HalimoHansHeIM OaHKOM, TIPABOOXPAHUTEIbHBIMU OPTaHAMU
(ADP, KI'B, /IOM, KI'K, MB/]) u npyrumMu opuIIHaIbHBIMU CTPYKTYpaMH.

7. He nosepsiite GpoTo 1 BUaEO Iroel B popme, KOTopble 0OpalaroTcs K BaM yepes Viber,
Telegram unu apyrie MecceHDKEPDI (ux 1eeko noddenams).

8. He noBepsiite rosocam u Bueon300paxkeHusM (aumndeiikam) pocTBEHHUKOB, ApY3ei,
KOJIJIET, MOJTyYEHHBIM IO Tele(OHy WM Yepe3 MECCEHIKEPHI, TeM 0oJiee e€ClIi OHU BEeIyT cels
CTPaHHO, HANyTaHbl WJIK TPEOYIOT (HUHAHCOBOW MOMOIIM (UX 20710C U U300paAdCEHUE MONCHO
noooenams). COpOCHTE 3BOHOK U MEPE3BOHUTE UM CaAMHU 110 U3BECTHOMY HOMEPY.

9. He mnpunumaiiTe yuacTHe B TaK Ha3blBaeMbIX «CICUHUATBHBIX OIMEPAIUIX)»
M0 «CITTAaCEHHIO» ceOs1, OMU3KUX WM JPYTHX JIFOJEH, 0 KOTOPBIX BAac MPOCAT HE3HAKOMBIC JIMIIA
no Tenedony uim yepes MHTepHer.

10. He mpowm3BomuTe «OOBICKW» WM TPOBEPKH KBAPTHPHI MO YKA3aHUIO 3BOHSIINX,
HE JICKIapupyiTe HUKOMY CBOM COEPEKEHUS U IIEHHOCTH.

11. Huxornaa He mepenaBaiiTe HATUYHBIC, BATIOTY WIH APArolleHHOCTH TPETHHUM JIAIIAM,
BKJII0Yast KypbepoB, M0 YbHUM-THO0 yKa3aHUSIM — HE3aBHCHMO OT TOT'0, HACKOJIBKO 3TO KaXeTcs
JIOTHYHBIM T «KOHCTIMPATUBHBIMY.

12. He yvacTByiTe JNHYHO B MEPEBO3KE WM MEPEMEIICHUH HAIWYHBIX, WHOCTPAHHON
BAIIOTHl MJIM JIParoleHHOCTeH MO TOpOAy, BHYTPH CTpaHbl MM 3a €€ Mpenienbl — Jaxe eciu
NpeUIararT «3apaboTOK» HITH ITyTAIOT MOCIEACTBUSAMH 32 OTKa3 OT COTPYAHUYECTBA.

13. Huxorma He odopMIsSiiTe KpPeIUTHI MO yKa3aHUIO TPEThbUX TUIl. Ecnm ke Kpemut
yke ohopMIIeH, He TIEPEBOINUTE TOTYUCHHBIC CPEICTBA HA cYeTa MOCTOPOHHHUX JIHIL (10 YKa3aHuio
sawux «0obpodicerameneiy).

14. He nmepeBoguTe Bamu JCHEXKHBIE CcpeiAcTBa  (COEpekeHHs,  JEMO3UTHI)
Ha «0Oe30MacHbIe», «PE3ePBHBIC», «CICIHUATLHBIC» WM MHBIE CUeTa, YKa3aHHbIE HE3HAKOMBIMU
JUIAMH.



15. He Bo3BpamaiiTe camMOCTOSITENFHO J€HEXKHBIE CPENCTBA, SKOOBI OIIMOOYHO
MOCTYNUBIINE Ha Bally KapTy WM HoMmep TenedoHa oT HezHakomileB. OOpaTtutech B OaHK WK
K MOOHIJILHOMY OTIepaToOpy 3a KOHCYJIBTAIIUSMHU U IIOMOIIBIO.

16. He mepenaBaiite cBOM O0aHKOBCKHME KapThl, CYETa W JOCTYI K HUM JIPYTUM JIAIIAM,
B TOM YHCJIE 32 JICHE)KHOE BO3HATPAKICHHE.

17. He cornamaiitech noiay4yaTh JEHEKHBIE CPEJICTBA HA CBOM CUET C MOCIEAYIOUIUM UX
MEPEBOJIOM TPETHHM JIUIIAM.

18. He peructpupyiite Ul wim ropuaudeckre nuia, He OTKpPbIBaiiTe 0aHKOBCKHE CYeTa
O MPOCh0e MaIO3HAKOMBIX JINOO MMOCTOPOHHUX JIUII.

19. He ycranaBiuBaiiTe MO YyKa3aHUIO HEWU3BECTHBIX JIMI[ MPOTPamMMbl YJAJIEHHOTO
JOCTYTIA WU WHBIE TIPUIIOKESHHUS 110 HAIPABICHHBIM CCHUTKAM.

20. He pearupyiiTe Ha NpeAsIOKEHUS «JIETKOro 3apaboTKa», CBSI3aHHBIE C IEPEBOIOM,
OoOHaTMYMBAaHUEM WJIH TPAH3UTOM JICHEKHBIX CPEJICTB.

21. He odopmisiiTe JOBEpEeHHOCTH Ha HE3HAKOMBIX JIMII WJIH 10 MPOCh0e Mal03HAKOMBIX
JIOJICH Ha OTKPBITHE OT BAIIErO0 MMEHH OAHKOBCKUX CUETOB, COBEpPIICHUE (PMHAHCOBBIX OIEpAIIHii
WM [IPEIOCTaBJICHUE JOCTYIIA K BAalllUM CU€TaM, HE BbIE3XKaiTe sl 3TOr0 3a Mpeelibl CTPaHbl.

22. He BHOCUTE TMpeloIuiaTy 3a TOBapbl WU YCIYTH, OCOOCHHO HEIOpOTHE,
npejaiaraeMeie yepes cormanbhbie cetu (Instagram, Telegram u opyeue). 1o yacTeiii CrIocoo
MOIIICHHUYECTBA.

23. He yuacTByiiTe B pO3BITpHIIAX, JIOTEpESX MU aKUUAX, MHGOpPMALUS O KOTOPBIX
MOCTyNWJIa BaM 10 AIeKTpoHHOH moure, CMC wuIm B MECCEHIKepax OT HE3HAKOMBIX
OTIpPaBUTENEH, 0COOEHHO €CITH I TIOTYUYEHUS «IIpU3a» TpeOyeTcs BeCTH OaHKOBCKUE PEKBU3UTHI
WM JJAHHBIC TIACTIOPTA.

24. He otknukaiiTech Ha NpeJIOKEHUS yaajdeHHOW pabotel B MHTepHere, eciu AJs
TPYIOYCTPOMCTBA BaC MPOCAT aBTOPU3HPOBATHCS UYePe3 HEU3BECTHBIC CANTHI, BBECTH OAHKOBCKHE
JaHHbIE, BHECTH B3HOC.

YACTDB I1. YTO HYKHO JAEJIATDH

1. Becerna nposepsiiite nHbopManuo0, OTHOCHUTECh K HeW KpuThyecku. Ecnu 3BOHAT
u3 0aHKa, MAJIUIINH, CIIEICTBEHHOTO KOMHUTETA, IPYTUX CTPYKTYP — PE3KO 3aBEpIIUTE Pa3roBOpP,
nepe3BoHUTe B 102 MM caMOCTOSTENBHO MO O(UIMATLHOMY HOMEpY OpraHU3aliH, KOTOpbIE
jerko Hatu B MHTepHeTre Ha oduumanbHO caiite. 3anoMHuTe: coTpyanuku muunuu, KI'K u
JPyTUX TOCOPraHOB HHUKOT/Ia HE 3BOHAT B MECCEH/Kepax ¢ TpeOOBaHMAMHU Ha3BaTh KOJbI,
NIEPEBECTH JCHBIH WIIH «IIOMOYb B CIIEIIHATIHLHON ONIePaITIi.

2. Kputnduecku OTHOCHTECh K JIIOOBIM  IpPEJUIOKEHUSIM  «JIETKOTO  3apaboTKay.
[TpentoskeHus NOTYYHUTh JEHBIM Ha CBOW CYET, OOHAIMYHTD UX, IEPEBECTH TPETHUM JIMIIAM MOUYTH
BCET/la BOBJIEKAIOT B MIPECTYNHYIO 1EATEIbHOCTb.

3. Ilpy BO3HUKHOBEHWHM TIIOJIO3PCHUH, YTO B OTHONIEHWH BaC COBEPIIAIOTCS
MOIIICHHUYECKHE ACUCTBUS, He3aMeATUTEIbHO IPUHUMANTE CIIeIyIOIINe MEpPHI:

e 3a610KuUpylime OAHKOBCKYIO KAPMY uepe3 MOOUIbHOE NPUTONHCEHUE UTU NO Meleh)OHY
eopAuell TuHUU OAHKa, a makice c60U OAHHbIE 8 MEHCOAHKOBCKOU cucmeme uoenmugukayuu;

e CMeHume naponu;

e obOpamumecd 6 OAHK C 3asA61€HUEM O HECAHKYUOHUPOBAHHOLU ONepayuu Uiy nonvimke
ee cogepuleHUsL;

e CcooOWume 0 N00o3pumenbHbIX deticmausx no menegouny 102 uru 6 opuyuanvuwiii yam-
o6om MBJ] ¢ Telegram «Mut 6cecoa psioom»;

e nooaiime NUCbMEHHOE 3asi8NIeHUE 8 NPABOOXPAHUMENbHBLE OP2AHDL.

4. [IpoBepsiiiTe CCHUIKM W ajJpeca CalTOB Iepea BBOJOM IMEPCOHANBHBIX JaHHBIX,
UCTONB3YHTE Takke oQuuuanbHble MOOWIbHbIE MpHiIoKeHHs OankoB. Ilpum mokymkax
B MIHTEepHETE pOBEpANTE MOJIMHHOCTD peECypca.

5. Ucnonb3yiiTe 6a30Bble MEPhI 3aIIUTHI IPU paboTe ¢ GAHKOBCKUMH KapTaMH:

o gKIIOYAlUMeE 08YXPAKMOPHYIO AYMEHMUDUKAYUIO;

e ycmauagaugaume IUMUMbL HA NEPEBOObL U CHAMUE HATUYHDLX,
nookmoyatime SMS- unu push-yseoomnenus 060 6cex onepayusx no cueman,



6. «PaznensiiTe» AeHEKHbBIE CPEACTBA:
* OCHOBHble HAKONJIeHUs. XpaHume Ha OmMoelbHOM cueme (Kapme),
0J151 MEKYWUX pAcxo008 UCROAb3Ylime Opy2oll cuem (Kapmy),

o 0/ OHJQUH-NIamMedicell NPUMEHAUMeE OMOENbHYI0 KApmy.

7. JloroBopuTech ¢ OMM3KMMU 00 MCIOJIB30BAHUU KOJOBOTO CJIOBA MJIM BOIPOCA, OTBET
Ha KOTOPBIN U3BECTEH TOJBKO WjieHaM Baiel ceMbu. [Ipu momyuyeHnu nojo3puTeabHbIX 3BOHKOB
WA COOOIICHHI OT SIKOOBI POJICTBEHHUKOB MCIIONIB3yHTE TaKUE IPOBEPOUHBIC BOIPOCHI.

8. 3amumiaiite CBOM MepcoHaIbHbIE JaAHHBIE:

e He nyonuKylme u He nepecvliaume gomoepaguu nacnopma;

e He @uiKIaovlealime 6 COYUATIbHble cemu OOKYMEHMbl, 8 KOMOPbIX COO0EpHCaAMCH
nepconanvhvie dannvie (PHUO, nacnopmuule oanuvie u m.o.);

e oOcpanuuusaiime 0OCMyn K JUYHOU UHDOpMAYUU 8 COYCEMSIX.

9. OOGyuaiite 6IM3KKX OCHOBaM (prHAHCOBOW rpamMoTHOCTHU. Ilepronnueckn oOCy)KaanTe
TUTTUYHBIE CXEMBI MOIIICHHUYECTBA C MTOKUIBIMUA POJACTBCHHHUKAMH H MTOJAPOCTKAMH.

Oco0oe BHUMaHHE YJICIUTE IETAM: OOBSICHUTE UM, YTO HEJIb3s1 00LIaThCsl C HE3HAKOMIIAMU
B MECCCH/DKEpax, yCTaHABIMBATH IPUIIOKEHUS 10 UX TIPOCHOE WIIM IEePEIaBaTh JICHBIH Kyphepam,
a TaKkXe MEepPeBOJAUTh UX MO MPEUIOKEHHONW TPEThbUMH JHIIaMU WHCTpyKuuu. Ecnu peGeHok
CTOJIKHYJICS C TIOJ03PUTEIBHBIMHA COOOIIEHUSIMH — OH JIOJDKEH HEMEIJICHHO PaccKazaTh 00 3ToM

pPOAUTECIIAM.



